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Abstract— As the complexity of the Internet world continues to evolve, network administrators face increasing challenges in managing
technical issues, particularly those related to cybersecurity. Server maintenance, especially in the context of client access to Internet
connections and services, presents a common cybersecurity concern within organizations. An especially elusive issue is the detection of
proxy servers used by clients as intermediate devices to access servers. Currently, there is no universally effective technique capable of
detecting all types of proxy servers. This research addresses the limitations of existing methods by proposing a comprehensive
framework that combines multiple techniques for proxy detection. The study aims to contribute valuable insights to the field, bridging
existing knowledge gaps and facilitating the development of more effective and efficient detection methods for Internet servers to
identify client usage of proxy servers.
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Proxy server (Fig. 1) acts as an intermediary between a client Client Proxy
and the server where the client is requesting a resource and the SHaituiing
server is providing that resource. A proxy server acts on behalf e
of the client when the client requesting a resource or service HlarSnenmiy
and the proxy server has the potential of masking the origin of

the request to the resource server [71. F:'g.» I An example of the implementation of proxy server in a web application
environment

A proxy server could provide security to the clients, manage
Internet traffic and also bandwidth. But unfortunately, a proxy
server has evolved, and some proxy server for example
Anonymous proxy server, could be used for malicious intent by



doing for example, Man-in-The-Middle (MITM) attack so that
the attacker could intercept information.

In today's digital landscape, the use of proxies has become
increasingly prevalent. Proxies serve as intermediaries between
users and the internet, offering a layer of anonymity and
security. They are used for various legitimate purposes,
including enhancing privacy, bypassing geo-restrictions, and
managing network traffic. However, proxies can also be
exploited for malicious activities, such as masking the origin of
cyber-attacks, accessing restricted content, and engaging in
fraudulent activities. This dual nature of proxies poses
significant challenges for network administrators and security
professionals, who must differentiate between benign and
malicious proxy usage.

The need for effective proxy detection is underscored by the
evolving threat landscape, where cyber attackers continually
adapt their methods to bypass security measures. Traditional
client-side detection techniques, which rely on inspecting the
user's device or software for signs of proxy usage, often fall
short due to limitations in scalability and effectiveness. These
methods can be easily circumvented by savvy users or attackers
employing advanced obfuscation techniques. Consequently,
there is a growing interest in developing server-side detection
methods that can analyze network traffic at the server level to
identify proxy usage.

Server-side proxy detection involves monitoring and
analyzing the traffic coming into a network server to identify
characteristics indicative of proxy usage. This approach offers
several advantages over client-side methods, including the
ability to analyze traffic from all users, irrespective of their
device configurations or geographical locations. Additionally,
server-side techniques can leverage more robust computational
resources, enabling the use of sophisticated algorithms and
large-scale data analytics.

The new framework for server-side internet proxy detection
in network infrastructure aims to address several critical
challenges. Firstly, it seeks to improve the accuracy of
detection by leveraging machine learning and data analytics to
analyze traffic patterns and identify anomalies indicative of
proxy use. Machine learning algorithms can be trained on large
datasets to recognize subtle patterns and behaviors associated
with proxies, such as irregular traffic flow, unusual request
patterns, and discrepancies in header information. These
algorithms can continuously learn and adapt to new types of
proxies, including those that use advanced evasion techniques
like IP rotation and encryption.

Therefore, an enterprise must keep track of its Internet
connection, particularly to determine if incoming connections
come from proxies or from clients directly. An example of a
circumstance where a client might utilise a proxy server to get
around a restriction is when an online streaming video provider
restricts access to their services to certain geo-locations.
Identifying incoming connections as a proxy or a direct
connection is also the first step in enforcing rules or looking
into criminality [13].

Anonymous proxy server is hard to detect, hence the name,
therefore users could use it to launch attacks and cover their
tracks. Detecting anonymous proxy server is difficult because
it will change Internet Protocol (IP) Address from time to time
and on top of that it carries threats unseen by organisations and
individuals.

It might be challenging to distinguish between a direct client
and an intermediary proxy device that is the source of an
Internet connection. For all conceivable proxy types and
implementations, there isn't a single way that can find this.
There are many detection methods, however it has been
accepted that they all have benefits and drawbacks and can, at
most, only identify certain proxy implementations [3].

The goal of this study is to give an organised review of the
proxy detection methods that are currently available, together
with a list of their strengths and weaknesses. The server
receiving connections is viewed from the standpoint of this
study. The receiving server's (captured) network traffic serves
as the starting point. There is a distinct difference between a
theoretical and an empirical method in this work. This research
is not to determine the real originator of the connection, such as
the client’s IP address.

The hypothesis of this research is to be able to increase the
True Positive detection rate of proxy server via Machine
Learning through supervised method.

II. CHALLENGES IN PROXY DETECTION

Proxy detection is an essential aspect of network security,
ensuring the authenticity and integrity of network traffic.
Proxies can be used both legitimately (e.g., for privacy
protection) and maliciously (e.g., to mask identity in cyber-
attacks). Detecting proxies is crucial for maintaining security
protocols, preventing fraud, and ensuring network compliance.
This literature review explores the current challenges in proxy
detection, examining various techniques and the limitations
they face.

e  Signature-based Detection
Signature-based methods are one of the earliest techniques
used for proxy detection. They rely on predefined patterns and
characteristics of known proxies. However, they often struggle
with evolving proxy technologies and encrypted traffic [6].

® Behavioral Analysis
Behavioral analysis techniques focus on identifying
abnormal patterns in network traffic that may indicate the use
of proxies. These methods can detect proxies based on unusual
user behavior, such as sudden changes in IP addresses or
atypical data flow patterns [7].

e  Machine Leamning Approaches
Machine learning (ML) has emerged as a significant tool in
proxy detection, allowing for the analysis of large datasets and
the identification of complex patterns. ML models can be
trained on various features, such as traffic volume, frequency,
and timing, to distinguish between legitimate and proxy traffic

[8].

e  Evasion Techniques

One of the primary challenges in proxy detection is the use
of evasion techniques by attackers. Techniques such as IP
spoofing, encryption, and the use of multiple proxy layers make
it difficult for traditional detection methods to accurately
identify proxies [9]. Additionally, the use of advanced proxy
technologies like Tor and VPNs adds a layer of complexity, as
these tools are designed to hide the user’s true IP address.



e  False Positives and Negatives
Achieving a balance between false positives and false
negatives is a significant challenge in proxy detection. False
positives, where legitimate traffic is incorrectly flagged as
proxy traffic, can lead to user frustration and a loss of trust in
the system. Conversely, false negatives, where actual proxy
traffic goes undetected, can compromise security [10].

e  Encrypted Traffic
The increasing use of encryption, such as HTTPS, poses a
substantial challenge for proxy detection. Encryption obscures
the data content, making it difficult to analyze traffic for proxy
signatures or behavioral anomalies without decrypting the
traffic, which raises privacy and legal concerns [11].

e Dynamic IP Addressing
Dynamic IP addressing, where users frequently change their
IP addresses, complicates proxy detection. This is particularly
challenging in environments like mobile networks or
environments where DHCP (Dynamic Host Configuration
Protocol) is heavily used [12].

e  Resource Limitations
Proxy detection systems must be able to process and analyze
vast amounts of network data in real time. Resource limitations,
such as processing power and storage capacity, can hinder the
efficiency and accuracy of these systems [13].

e Al and Deep Leamning
The application of AI and deep learning algorithms offers
promising advancements in proxy detection. These
technologies can analyze vast datasets more efficiently and
identify subtle patterns that may indicate proxy use [14].
Research in this area focuses on developing models that can
adapt to new proxy behaviors and technologies.

e (Collaborative Detection Systems
Collaborative systems. where multiple organizations share
threat intelligence, can enhance proxy detection capabilities.
By pooling resources and data, organizations can achieve a
more comprehensive understanding of emerging threats and
proxy technologies [15].

e  Privacy-Preserving Techniques
As privacy concerns grow, developing proxy detection
techniques that respect user privacy while maintaining security
is crucial. Techniques such as homomorphic encryption and
secure multi-party computation are being explored to enable the
analysis of encrypted traffic without compromising privacy
[16].

As the Internet world becomes more sophisticated
throughout the years, it becomes more challenging for the
network administrator to manage technical issues especially
related to cybersecurity. A common cybersecurity issue in an
organization is server maintenance especially when clients
want to gain access to Internet connections and services.

Furthermore, it is very difficult to distinguish if the client is
using any proxy server as the intermediate device to access the
server. So far, there has no detection technique available to

detect the proxy server being used for all possible proxy types
and implementations.

Despite the fact that there are many different detection
methods, it is well known that each one has advantages and
disadvantages, and can only, at most, be used to identify
specific proxy implementations [5]. This method may be able
to identify proxy servers from well-known proxy providers but
not private or proprietary service proxy servers since it gathers
information from lists of well-known proxies in order to
identify the IP address of proxy servers.

The IP addresses of proxy servers can also be obtained via
proxy databases, which is another way for detecting proxy
servers, however the accuracy, source, and manner of
information from third-party databases are unknown. By
employing keywords linked to proxy, it is possible to gather
proxy ip addresses from WHOIS, rDNS, and datacenter
information; however, this method may overlook proxy ip
addresses that are not in the WHOIS and rDNS records as well
as from unidentifiable keywords.

There is currently no one detection method that can
simultaneously identify many proxy implementations. In order
to maximise the detection approach, we therefore suggest in
this research a framework that combines a variety of distinct
techniques.

The findings of this study will make some scholarly
contributions to the proxy identification methods that close the
knowledge gap. In the end, this information helps with the
creation of effective and efficient detection methods for an
internet server to identify client usage of proxy servers.

III. RELATED WORKS

Through our preliminary reviews, most of the previous
researchers have investigated and discussed the detection of
anonymous proxy servers [3], [6], [2], [ 14]. Few have proposed
the answer to aid in detecting the known proxy server and are
solely capable to propose the solution for a unique kind of
proxy server [15], [11], [1], [12].

For example, Aghaeci-Foroushani et al., [12] proposed a
proxy detection by analysing patterns in traffic flows. The
authors gathered information from 500 websites (Alexa),
converted it to a flow pattern (Netmate), and advocated the use
of C4.5 and Naive Bayes as a detection method. S. Miller et al.,
[9] approach is recoding and analysing packet characteristics or
signatures via a detection system and concentrate on
recognising the patterns of a user using a web proxy server.
Additionally, they are investigating ways to determine if an
incoming connection is coming from an intermediary
anonymous proxy server or a legitimately originating IP
address [10].

Ruei-Min Lin et al., [8] chose Nagle's technique to determine
if a TCP connection to a server is through a stepping-stone or
not in order to protect crucial Internet services from anonymous
attacks. To detect anonymous proxy, Marco Canini et al., [4]
created server profiles utilising flow aspects and RTT.

The optimal detection strategy would be one that combines
numerous techniques, presuming that no one technique is
capable of identifying all proxy implementations. The
capabilities and restrictions of the different detection
approaches are not, however, currently covered in an organised
review.



This overview fills in the knowledge gap in the work at hand.
This information facilitates the creation of efficient detection
algorithms that identify proxy usage from the viewpoint of an
Internet server. Intermediary procedures can be carried out in
various ways, not least with the mean to keep away from
discovery.

Roused by friendly and monetary drives, individuals make
intermediary benefits that are difficult to recognize from direct
client associations. There are comparative drives that propel
attempts to recognize intermediaries. This 'waiting' game
makes the recognition of intermediaries a powerful cycle:
techniques that worked beforehand are not ensured to work in
later circumstances, and new intermediary executions give
cause to new identification strategies.

For these reasons, the available proxy detection techniques
should be exploring further to search for the best solution to
detect the proxy servers’ access by the client. Therefore, in this
research, we proposed to enhance a server-side detection
technique via machine learning for detecting the existence of
non-transparent proxy server used by the clients in gaining
access to a service.

Internet proxy servers play a crucial role in network
communication by acting as intermediaries between clients and
servers. However, the use of proxies can pose security
challenges, making it essential to develop effective detection
techniques. Server-side proxy detection involves identifying
proxy usage from the server's perspective, enhancing the ability
to secure networks and applications. The proliferation of proxy
servers poses challenges to network security, as malicious
actors often use them to conceal their identity and bypass
security measures. Traditional client-side detection techniques
may not be sufficient, necessitating the exploration of server-
side methods.

A. Technigues for Server-Side Proxy Detection: Traffic
Analysis

Research by Li et al., [16] explores the use of traffic analysis
for server-side proxy detection. By analyzing patterns in
network traffic, anomalous behaviour indicative of proxy usage
can be identified. This approach leverages machine learning
algorithms to distinguish between normal and proxy-generated
traffic.

B. Technigues for Server-Side Proxy Detection: Behaviour
Analysis

Behavioural analysis techniques, as proposed by Smith and
Jones [17], involve monitoring user behaviour and interactions
with the server. Deviations from typical user behaviour may
signal the use of a proxy. This approach considers factors such
as request patterns, response times, and user authentication.

C. Techniques for Server-Side Proxy Detection: Machine

Learning Approaches

Machine learning is increasingly employed in server-side
proxy detection [20]. Wang et al., [18] present a comprehensive
study on the application of machine learning algorithms for
identifying proxy usage based on server logs and traffic
patterns.

Server-side proxy detection is a critical aspect of network
security, addressing the limitations of client-side approaches
[19]. The combination of traffic analysis, behavior analysis,

and machine learning provides a robust framework for
identifying proxy usage and mitigating potential security
threats.

IV.PROPOSED FRAMEWORK AND METHODOLOGY

In Fig. 2, Proxy Firewall is introduced in order to detect
Proxy, by analyzing the connection to a Web Server either the
connection is using Proxy or not.

! I:_ \.

Client Proxy Proxy Web
Server Firewall Server
Client using Proxy Firewall will
mey Server analyze connection to
either Web Server whether
intentionally or

using Proxy or not via

unintentionally Machine Learning

Fig. 2 The implementation of proxy firewall in a web application environment

Machine Learning (Fig. 3) will be used to detect Proxy by
firstly cleaning the packet via Data Pre-Processing technique
and then certain attributes will be chosen to detect Proxy. The
next step is to train the Machine Learning by splitting the data
into two; training and test, where after the Machine Learning is
trained, it will be tested to detect whether the client is using
Proxy or not.

Non-Transparent Proxy Server could be used for malicious
intent because it will cover the tracks of the user. Therefore, if
the user launched an attack, it will be hard to trace the source
of the attack.

Select only certain attributes to
detect proxy

{; o) | PucetCapure | ) | Data PreProcesing | )

Split data into
80% for training

and0%for |
testing

o

Fig. 3 An implementation of Machine Leaming approach in proxy detection

-

For this research, the type of data to be collected is
quantitative data where it will contain information such as IP
address of source and destination, port number, RTT (round
time trip), fragmentation, etc. IP address, and port number will
be the attributes to be analyzed to detect non-transparent proxy
Server.

The data that will be collected will be the primary data
because there are no available data set for detecting non-
transparent proxy server. This may be because it involves



security reasons. Other researchers also collect primary data on
their own for this purpose.

From the Internet dan Dark Web, available non-transparent
lists (dependent variable) will be tracked to keep updated with
the emergence of new non-transparent servers. Web crawling
will be used for this purpose.

When the data has been collected, a sample data that contains
the attributes (independent variable) chosen for analysis will be
created in order to be used to teach Machine Learning
Classification Algorithm (tools) to identify non-transparent
proxy server (aggregate) accurately (control variable).

After that, data from non-transparent proxy will be collected
from lists (dependent variable) available on the Internet and
combined with the non-transparent proxy server data to create
a second data sample. This is to be used to do a pilot test to see
whether the Machine Learning Classification Algorithm will be
able to classify accurately which is supposed to be non-
transparent proxy server.

V. CONCLUSIONS

The research underscores the critical importance of
addressing the potential malicious use of non-transparent proxy
servers, which can cloak users' tracks and pose significant
challenges in tracing the source of attacks.

The inherent anonymity provided by non-transparent proxies
makes them attractive tools for individuals with malicious
intent, enabling them to launch attacks while evading detection.

To systematically tackle this issue, the research
methodology centers on collecting quantitative data, primarily
focusing on attributes such as IP addresses, port numbers,
round-trip time (RTT), and fragmentation. These attributes
serve as key indicators for the detection of non-transparent
proxy servers. Given the absence of readily available datasets
for this specific purpose, the research opts for collecting
primary data, a common approach among researchers in the
domain, often driven by security considerations.

The research design incorporates the tracking of non-
transparent proxy server lists from both the Internet and the
Dark Web, acknowledging the dynamic nature of these lists and
the emergence of new non-transparent servers. Web crawling
is employed as a technique to stay updated with the evolving
landscape of non-transparent proxies. Once the data is
collected, a sample dataset is created, consisting of chosen
attributes, to train a Machine Learning Classification
Algorithm. This algorithm serves as a powerful tool for
accurately identifying non-transparent proxy servers.

The integration of data from the Internet and Dark Web lists
into a second sample dataset enables a pilot test to assess the
algorithm's efficacy in classifying non-transparent proxy
servers accurately.

In conclusion, the research presents a comprehensive and
methodical approach to detect non-transparent proxy servers,
recognizing the inherent security challenges posed by these
tools. By leveraging quantitative data and employing advanced
machine learning techniques, the study aims to contribute to the
development of robust detection mechanisms. Successfully
identifying and classifying non-transparent proxy servers is
crucial for enhancing cybersecurity measures and mitigating
potential threats originating from users exploiting the
anonymity provided by these proxies.
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