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Abstract. Nerve Agents (NAs) are often clear, colorless, and tasteless. The only way to identify if a person has been exposed 

to NAs is through physical symptoms. Longer exposure can lead to death. Rapid identification and alert of NAs involved in any 

hazardous material incident or terrorist attacks are vital to the protection of first responders as well as for the effective treatment 

of victims. In this research, high sensitivity NAs sensors that are capable of detecting various types of dangerous chemical 

agents along with the response measure to the threat will be developed. To ensure a swift and proper response from the authority, 

this project will focus on Big Data Analytics and IoT streaming data analytics combined with a machine learning model to 

predict the severity and provide an early warning of the NAs threats using the Internet of Things (IoT) technologies. Built-in 

IoT sensors in Android devices such as a barometer and other telemetry sensor data will be merged with the NAs sensor data to 

be sent to a cloud-based database. To ensure rapid, no false positive, and false-negative alerts, Big Data Analytics and IoT 

Streaming Data Analytics combined with machine learning will be applied to get the most accurate results. This is especially 

important in any hazardous material incident or terrorist attack so that the most optimal response for the situation can be 

executed. The complete outcome of this project is in line with Malaysia’s National Defence Policy (MNDP) and will ensure the 

safety and security of the nation as a whole. 
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INTRODUCTION 

In the era of the Internet of Things (IoT) combined with high speed 4G (and above) network, many sensing devices 

are able to collect various sensory data over time for a wide range of fields and applications. Based on the nature of 



the application, these devices will result in real-time data streams. By applying Big Data Analytics and IoT Streaming 

Data Analytics combined with Machine Learning Model, such data streams may be used to discover new information 

and predict future insight in order to provide control decisions which are the crucial process that makes IoT a worthy 

paradigm for quality-of-life improving technology [1]–[3]. 

 

In this research, we will provide the methodology of combining IoT sensors, NAs sensors along with Big Data 

Analytics and IoT Streaming Data Analytics combined with machine learning structures for processing data captured 

by IoT sensors that include parameters such as time and air pressure to be processed in a cloud database. By using an 

advanced machine learning model, data captured can facilitate the analytics and learning data in the IoT domain. The 

articulation of IoT data characteristics from a machine learning model perspective will give the advantage on ways to 

process data in IoT Big Data Analytics and IoT Streaming Data Analytics [4], [5]. The crux of this research is an 

approach to achieve the desired analytics, which is based on datasets and parameters to identify the best Course of 

Actions (COAs) in incidents involving NAs for relevant authorities such as the Malaysian Fire and Rescue 

Department, Ministry of Science, Technology, and Innovation (MOSTI), Ministry of Health (MOH) and National 

Disaster Management Agency (NADMA). 

 

LITERATURE REVIEW 
Monitoring NAs threats is difficult. It is made more complicated when the incident occurs at a remote or 

inaccessible location. For better use of NAs detection data, there must be a method to alert the authorities before the 

problem becomes severe. Currently, toxic gas incidents such as the Kim Kim River pollution in Malaysia are handled 

manually and time-consuming in nature [6]. The response team must be equipped and trained with safety measures 

when extracting samples and accessing the contaminated location. Monitoring using 4G and IoT sensors is one 

approach to prevent further causalities, save time, and allow faster action response [7]. It is proposed that the Big Data 

Analytics and IoT Streaming Data Analytics combined with a machine learning model be utilized to produce early 

warnings of any impending problem. The system can also solve any false positive or negative warnings that often 

happen using current detection methods. 

 

Therefore, an integrated system is proposed in this research that consists of i) a system that can process in real time 

high-speed transfer of NAs data using data collection methods developed by other researchers from other departments 

of the National Defence University Malaysia (NUDM), ii) a predictive analysis system based on Big Data Analytics 

and IoT Streaming Data Analytics combined with a machine learning model, and iii) an early detection and warning 

system for the use of authorities such as the Malaysian Fire and Rescue Department, Ministry of Science, Technology, 

and Innovation (MOSTI), Ministry of Health (MOH) and National Disaster Management Agency (NADMA).  

 

IoT Data Characteristic and Requirements for Analytics 
IoT data can be streamed continuously or accumulated as a source of big data. Streaming data refers to the data 

generated or captured within tiny intervals of time and needs to be promptly analysed to extract immediate insights 

and to make fast decisions. Big data refers to huge datasets that are commonly used by hardware and software 

platforms that are not able to store, manage, process, and analyse the data. These two approaches should be treated 

differently since their requirements for analytics response are not the same. Insight from big data analytics can be 

delivered after several days of data generation, but insight from streaming data analytics should be ready in a range of 

a few hundredths of milliseconds to few seconds [8]–[10]. 

 

Data fusion and data sharing play a critical role in developing ubiquitous environments based on IoT data. This 

role is more critical for time-sensitive IoT applications where a timely fusion of data is needed to bring all pieces of 

data together for analysis and consequently providing reliable and accurate actionable insights [11]. 

 

 

Big Data Analytics and IoT Streaming Data Analytics 
Beyond the aforementioned properties, researchers [12]–[15], have identified other characteristics.  Firstly, big 

data can be a by-product or footprint of a digital activity or IoT interplay. In addition, big data systems should be 



horizontally scalable, that is, big data sources should be able to be expanded to multiple datasets. These attributes also 

lead to the complexity attribute of big data, which in turn imposes other challenges like transferring and cleansing 

data. Finally, IoT Streaming Data Analytics involve real-time data fetch to analyse the pattern and behaviour of certain 

parameters. 

 

Machine Learning Model and IoT 
In the era of Machine Learning and IoT, sensing devices collect and generate various sensory data over time for a 

wide range of fields and applications. From the collection of data, manipulation from these data is important to 

transform the data in a meaningful way. Based on the nature of the application, these devices will result in big or real-

time data streams. Applying analytics over such data streams will enable faster and more correct COAs for life-

threatening NAs incidents.  

 

Using a class of advanced machine learning techniques to facilitate analytics and learning in the IoT domain, 

articulating IoT data characteristics and identifying two major treatments for IoT data from a machine learning 

perspective, namely IoT Big Data Analytics and IoT streaming data analytics, may give full potential of using 

emerging Ma-chine Learning techniques for IoT data analytics [16] – [19]. It is crucial and promising for COAs and 

the decision-making process in predicting NAs threats in Malaysia using the built-in IoT sensors in Android de-vices 

as data collection tools for the early detection of NAs. 

 

METHODOLOGY 
NAs detection data combined with time and air pressure readings of the sensors of the Android IoT sensors will 

be transferred to a central server running MySQL database. For the prediction to work, base data needs to be collected 

for comparison for six months. Correlating the various data along with the weather pattern and air pressure of the area, 

a more accurate prediction of the impending disaster can be made. The description of methodology will be in four 

main parts: 

 

 
FIGURE 1. Main Parts of the Research Project. 

 
Part 1: 

Research the various Big Data analytics and IoT Streaming Data Analytics combined with machine learning model to 
effectively predict the severity, source, and rate of spread of NAs threat. Next, work will be carried out for the integration 
of sensors in an Android device such as a barometer for high-speed telemetry data transfer. Then, the connectivity of 
the NAs sensors to the Android device will be developed. 

Part 2: 



Design a cloud-based database to consolidate the data from the An-droid IoT devices and NAs sensor. The development 
of an application on the Android device is to: i) Consolidate the telemetry data from the barometer, ii) Receive NAs 
sensor data, and iii) Combine both sets of data and send them to a cloud-based database. 

Part 3:  

Design and develop an amalgamation of Big Data Analytics and IoT Streaming Data Analytics combined with machine 
learning model to effectively predict the severity, source and rate of spread of NAs threats, data filtering and cleansing, 
develop a machine learning for streaming and fast data analytics, and develop soft and hard real-time analytics. 

Part 4:  

Design and develop a threat level analysis and early warning model of the NAs threats severity, collection of base 

data, testing of the prototype and completed system, and reduce false positive and false negative outputs data. 

 

 
FIGURE 2. System Development Diagram. 

 



Research Activities 
HCN detection data combined with time, location, altitude, pressure and barometer readings of the sensors of the 

Android device will be transferred to a central server running MySQL database. For a prediction to work, base data 

needs to be collected for comparison for six months. Correlating the various data along with the weather pattern and 

temperature of the surrounding area, a more accurate prediction of an impending disaster can be made.  

 

DISCUSSION 
In this research, Big Data Analytics and IoT Streaming Data Analytics are combined with a machine learning 

model to predict the severity and early warning of NAs threat. The product of this research can be used by relevant 

authorities such as the Malaysian Fire and Rescue Department, Ministry of Science, Technology, and Innovation 

(MOSTI), Ministry of Health (MOH) and National Disaster Administration Agency (NADMA).  

Kim Kim River in Pasir Gudang, Johor, is one of NA's pollution examples. In March 2019, an incident occurred 

owing to the unlawful disposal of 2.43 tons of chemical waste, which released benzene, acrolein, acrylonitrile, 

hydrogen chloride, methane, toluene, xylene, ethylbenzene, and d-limonene [20]. The pollution of the Kim Kim River 

has spread 5 kilometers away from the dumping site by air vapor. 

 

 
 

FIGURE 3. Radius of Affected Area [20]. 

 



 
FIGURE 4. Level of Severity of Affected Area [21]. 

 

The hazardous wastes have been identified as benzene, acrolein, acrylonitrile, hydrogen chloride, methane, 

toluene, xylene, ethylbenzene, and d-limonene. Exposure to any of these chemicals may cause harmful health effects. 

This research hopes to prevent incidents such as the Kim Kim River toxic pollution that occurred on 7 March 2019 

caused by illegal chemical waste dumping at the river in Pasir Gudang, Johor, Malaysia. Fortunately, it was a non-

fatal incident. About 6,000 people were affected.  A total of 2,775 victims received immediate treatment while eight 

were treated in the Intensive Care Unit (ICU). The authorities were criticized as being too slow in reacting / responding 

to the incident.  If such incidents are to occur in the future, this system will give an early warning to the relevant 

authorities so that they can promptly and effectively take the necessary action to minimize any adverse effects. 

 

CONCLUSION 

In this research, NAs sensors with high sensitivity and a threat response measure will be developed. It is important for 

NAs to be identified and the authorities to be alerted quickly in any hazardous material incidents or terrorist strikes to 

protect first responders and treat victims effectively. The study includes data processing, data manipulating and data 

cleansing from the NAs sensor and IoT to a Big Data Analytics system for prediction of any possibility of NAs threats 

in indoor cases. It will also include a predictive analysis system that imposes a machine learning model or algorithms 

to predict how to measure the severity of NAs threats. More work will be done by conducting more experiments under 

more complicated conditions for sensor detection and system improvement. 
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